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Abstract—This paper proposes fault(attack) detection and
localization scheme to handle multiple failures(attacks) in the
optical network using wavelength-division multiplexing (WDM)
technology. This proposed scheme is two-phased scheme
containing (a) the detection of faults(attacks) through monitoring
devices raising alarms (fault or attack detection) and (b)
subsequently the localization of these faults or attacks (fault or
attack localization) by invoking an algorithm. The later phase
will obtain a set of potential faulty(attacked) nodes (links). Next
the scheme locates the exact faulty(attacked) node(link) by the
process of sending and receiving signals. | have demonstrated the
performance of the scheme on 14-node NSFNet and 28-node
EuroNet. Next | have compared this scheme with an existing
algorithm [1] for locating faulty nodes (links). The proposed
scheme outperforms the existing one.

Index Terms—  Fault(Attack)
localization, Optical Network

Detection,  Fault(Attack)

I. INTRODUCTION

High capacity optical networks are immensely used in
industries due to its large transmission bandwidth and
low cost. But these networks are also vulnerable to
failures  (like malfunctions of optical devices, fiber cuts, soft
failures 1i.e., the impairment due to subtle changes in signal
power such as degrading signal to noise ratio (SNR), etc) and
different kinds of attacks (like service disruption,
eavesdropping etc). One of the most important requirements to
ensure high speed optical network survivable is to manage
fault(attack) detection and fault(attack) localization. A single
failure(disruption) can cause million of dollars of revenue lost
right from corporate to service providers. So, the fault and
attack management is essential to ensure uninterrupted
services to users.
The management system involves in  detecting
faults(disruptions) in the network and alerting ‘manager’
through alarms triggered by monitoring devices when
disruption happens. If a certain parameter is being monitored
and its value falls outside a preset range, the network
equipment and/or monitoring device generates an alarm.
Again, monitoring devices raise alarm if link (e.g., fibre cut)
gets damaged. Consider a situation that we may monitor the

power level of an incoming signal and if we see the power
level drop below a certain range we may declare a loss of
signal (LOS) and consequently monitoring devices raise
alarms. Fault and attack management is an important
management function that is responsible for fault and attack
detection, localization and recovery. In this work I have
discussed only fault (attack) detection and localization and the
block diagram of the proposed scheme is shown in Figure 1.

Fig.1. Proposed fault detection and localization scheme

Fault(Attack) Detection

Fault(Attack) Localizatid

Network
Manager
receives
alarms for
possible
Faults
(attacks)and
runs
localization
algorithm

WDM Faults(Attacks)
node detected
through

Faulty (Attacked),
Component(s)

set dete cted

architecture
and monitoring

lightpaths devices

In optical network due to transparent characteristics of the
network, a fault(disruption) propagates through out the
network when it occurs. As a result whenever there is a failure
or attack, for example, in a node, all the lightpaths passing
through this node get disrupted and monitoring elements
(monitoring devices and/or self alarmed optical devices e.g.
Transmitter, Receiver, etc.) placed in the path raise alarms.
Thus a single failure(disruption) may generate multiple
alarms. In the case of multiple failures(disruptions) occurred
in a number of nodes or in links simultaneously the raised
alarms are intermingled and thus make the detection and
localization process complex. Both single and multiple
failures and attacks are detected through monitoring devices
by raising alarms. To make the fault and attack management
system cost effective the number of monitoring elements
would be minimized and that will be spanned across the entire
network.

The first phase of the proposed scheme detects the failure(s)
and attack(s) in the network components. The monitoring
devices are placed optimally across network. When any
disruption occurs they will trigger alarms for probable



failure(s) and attack(s) in the network. In the second phase,
the localization algorithm when it is invoked to locate faults or
attacks gives a set of probable faulty(disrupted) components.
In real scenario corrupted alarms (false alarms and miss
alarms) arise in the network and make the localization process
more difficult. The false alarms and missed alarms could be
controlled by tuning the threshold values of the monitoring
equipments and eventually the cardinality of the set of faulty
(or attacked) components lowers down. In this paper, monitor
and monitoring device has been used interchangeably.

A. Motivation

For critical business application running on optical networks,
the 99.999% uptime of services is a must. This requirement
corresponds to the connection downtime of less than five
minutes per year. Hence, alerting manager appropriately
through alarms triggered from upcoming faults(attacks) and
consequently detecting and localizing faults(attacks) are prime
activities in the network management. Fault(attack) diagnosis
and localization is an interesting problem and hence it is an
active field of research. Earlier works on these research areas
have motivated us to work further.

Different approaches were used to solve the problem. In [4]
Stanic et al. used approximation method to reduce the number
of monitors and thus make the system cost effective. Another
approximation algorithm was shown in [5] to reduce the
number of monitoring elements. In [8] authors showed that the
optimal monitor placement (reduction) is an NP hard problem.
For solving the fault (attack) localization problem different
scholars have taken different assumptions. In [16] only single
failure is considered while in [1], [17]-[18] multiple
simultaneous faults are considered. Also in [1], [10] false
alarms and miss alarms are considered. In [7], authors have
shown that false alarms can be corrected in polynomial time
but the correction of miss alarms is NP-hard. In [20],[21],[22]
algorithm for multiple attack localization and identification in
all-optical networks has been presented. Since multiple
fault(attack) detection with or without miss alarms or false
alarms are NP-hard problems, none of the solutions obtained
by approximation methods are working appropriately.
Depending upon the network condition, resource available
and customer demand the best possible fault(attack)
management system is required.

B. Contribution

In this paper, the scheme has been divided into two phases
namely

i) fault(attack) monitoring: monitoring devices

Fig.2. Block Diagram of proposed scheme
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placement with dynamic lightpaths and ii) fault localization.
The block diagram of the proposed scheme is shown in
Figure2.

Dynamic scenario means that a set of lighpaths is added to a
network at any point of time while a set of lightpaths would be
cut off when disruption happens in the network or the traffic
load increases. This dynamic scenario keeps the network
running normal during survivable period to cater users’
requirements. Firstly the total number of monitoring devices
to be placed in the network has been minimized to make this
placement cost effective. The placement of monitors in the
network is posed as a NP-hard problem. Next an
approximation algorithm has been proposed to place monitors
in an optimal way that would be spanned across the network
to cover the failures (disruption) of components when
single/multiple simultaneous failures(disruptions) occurred.
The dynamically change of ligthpaths would be input to
approximation algorithm until the placements of monitoring
devices would optimal one and is almost independent of the
change network scenarios. The pre-computed alarm matrix is
the output of approximation algorithm, for optimal placement
of monitoring devices.

Secondly, failures(disruptions) are located from the received
alarms. Raising false alarms and miss alarms from faulty
(disrupted) components are frequent features in the network.
After receiving alarms from monitoring devices, irrespective
of types of alarms, localization algorithm is invoked and
compares received alarms with pre-computed alarm matrix
generated in the monitor placement phase. This comparison
will produce a set of probable faulty(disrupted) components.
Next I have proposed a scheme to locate the exact
faulty(disrupted) component by the process of sending and
receiving signals. In this work, I have also compared
performance this scheme with the algorithm given in [1] and
discussed why this work is acceptable in real life scenario. In
summary, the two-phased scheme has four important features
1) minimizing the number of placement of monitoring devices,
ii) reuse the previously placed monitors when network
scenario changes, iii) the localization of multiple simultaneous
faults(attacks) and iv) handling the effect of false and miss
alarms in the network.

Section II explains different types of faults and attacks in
optical networks. Section III describes network model and
notations. Section IV discusses the proposed scheme. Section
V presents simulation performance. Section VI concludes the
work.

II. Faults and Attacks in Optical Networks

Different kinds of failures (such as link failures, node failures
etc) degrade the performance of the network. In most cases
ink failures occur because of fiber cuts. This is the most likely
failure event. The next most likely failure event is the failure
of active components inside the network equipment such as
transmitters, receivers or controllers. Moreover, failure of
controllers does not affect traffic but only impacts
management visibility into the network. Node failures are
other possible failures of the network. Entire central offices
can fail, usually because of catastrophic events such as fires or



flooding. These events are rare, but they cause widespread
disruption when they occur.

We can explain attacks from two different viewpoints, one
from attacker’s perspective and another from management’s
perspective. From the attacker’s perspective attacks can be
broadly categorized into service disruption and
eavesdropping. In service disruption method the attacker can
gain access to the network by implementing in-band and out-
of-jamming attack method. For in-band-jamming attacks the
attacker use to take the advantage of specific characteristics of
some components such as gain saturation of optical amplifiers.
At the input of an optical amplifier the attacker increase the
power of one channel with respect to other. As a result the
output of some channels will be too low or too high. This
attacking signal will propagate through the network. In out-of-
band jamming attack the attacker may use transmission effects
such as Raman effects to degrade the performance of the
network. Eavesdropping is the technique of gaining access to
the network by unauthorized observation. From
management’s perspective attacks can be broadly classified
into direct and indirect attacks. Direct attacks can be directly
implemented on different physical components such as taps,
fibers etc. In case of indirect attack method the attacker takes
the advantages of possible vulnerabilities of network
components and other transmission effects (e.g., crosstalk
effects) to gain access to the network.

So there some differences between faults and attacks. Those
are as follows.

i) Faults occur mainly due to natural fatigue and
ageing of optical devices and components. Faults
seldom occur in a network. But attacks appear or
disappear sporadically in the network.

ii) If a fault occurs in a device then it will remain
disabled until it will be repaired again. On the
other hand attack will appear and disappear
sporadically.

I NETWORK MODEL AND NOTATIONS
A. Network Model

We model the network by a directed graph G = (V, E)
where each node veV of the graph represents an optical
component, and the directed edge (u, v)eE represents a
directed lightpath from u to v. A fault(disruption) occurred at
a node or a fibre-cut will disrupt the connectivity and

Fig.3. Reference NSFNet
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disconnect all lightpaths passing through node or in link.
Figure 3 shows 14-node NSFnet which is the backbone
network for US. The Fig. 3 is self-explained.

In Fig.3, lightpaths passing through different cities has been
shown. Let us consider that fault occurs in GA. Then this
fault(disruption) will propagate to TX—CA2 and M9, M8 will
raise an alarm. On the other hand the fault(attack) will also
propagate to through the lightpath PA — NJ — MI marked in
green. Thus M1, M2 and M6 will also raise alarm. In this way,
a single fault(disruption) generates multiple alarms.

B. Notations, Definitions, and Preliminaries

In the discussion I have used the following notations
throughout the paper. LP is the set of lightpaths. C is the set of
all components. R is the set of all rows( components ).in the
Alarmmatrix. M is the set of all monitors. M, is the set of all
triggering alarms. M; is the set of all silent alarms. H is the set
of all hit values. FC is the set of probable faulty(attacked)
components. Different notations have been shown in Table 1.

TABLEI
NOTATIONS

L P« the set of lightpaths

C « set of all components

R« set of all rows indicating
M « set of all monitors

M; « set of all triggering alarms
M; ¢ set of all silent alarms

H <« set of all hit values
FC « set of probable

components

faulty (disrupted) components

Here in this discussion I have defined the term Domain of the
faulty(disrupted) component(s) by the set of monitors which
generate alarm on failure(attack). Domain can be expressed by
the Boolean relation. Let (C;, LP;) be the position of the
component C; in the lightpath LP; Now a monitor M,eM will
be in the domain of (C;) for C;eC if the following conditions
will be satisfied.

1) if LP;eLP and LP;eLP such that C;eLP; and MyeLP; then
Jiandj for which LPi=LP;

ii) 3 LP;eLP such that position (C;, LP;) < position (My, LP;)
where position (X, L) gives the distance of X from the source
of lightpath L.

IV. PROPOSED SCHEME

B. Fault(Attack) Monitoring: Monitors Placement with
Dynamic Lightpaths

Monitors initially are placed to all possible number of
locations so that the failures(attacks) can be detected and
located for all components distinctly [4]. In Fig. 3, M1 — M11
i.e., 11 monitoring devices are placed to achieve maximum



coverage. I have proposed a greedy algorithm which
determines the optimal number of monitors from the set of
monitors in such a way that failures(disruptions) can be
located for all components (i.e., for a node or a link) distinctly
and no component (i.e., a node or a link) remains unattended
i.e., if a fault(disruption) occurs in a component it must not
remain undetected. The algorithm is described below [5] [19].

Algorithm for Choosing Optimal Monitors
Initialize an empty set S=
While (for any R;,RjeR, Ri=R;such that i#j){
VM,eM and M, ¢S
Hy<hit value of (M,)
if (H>H VHgeH and r#q){
S=SUM,
}
}
Output S
We explain this algorithm using Table II.

In Table II, ‘1’ denotes that if a node fails(is attacked) the

TABLEII
ALARM MATRIX FOR REFERENCE NETWORK

M1 M2 M3 M4 M5 M6 M7 M8 M9 MI10 M1l
ND4 |0 |0 [0 [0 0 ({0 [0 |1 [0 |0 0
IND5 |1 1 o |0 (0 |1 0 |1 1 0 0
ND6 (0 |0 (1 [0 [0 ({0 [0 |0 [0 |0 0
ND7 (0 [0 1 0 1 o 0 [0 0 |1 1
NDS |0 |0 [0 [0 0 ({0 [0 |0 [0 |0 1
IND10 (0 |1 0 1 0 |1 1 1 1 0 0
NDI3 |0 |0 [0 (1 |0 1 |0 |0 [0 |0 0

monitor with ‘1’ triggers an alarm. The matrix has been called
as alarm matrix is generated based on the Reference Network
shown in Fig.3. The set of monitors which generate alarm on
failure is called Domain of the faulty(disruptioned)
component(s). For the sake of simplicity to explain the
algorithm, we take the set {M1, M2, M6, M8, M9} that is the
domain of ND5 (node 5).

We reduce the number of monitoring devices by applying the
approximation algorithm [5]. The main objective is to
determine the optimal number of placement of monitors such
that no component has null (empty) domain i.e., at least one
monitor will raise alarm when the component fails(is attacked)
and the components have distinct domains. To implement the
above algorithm, first calculate the hit value of every column
of the alarm matrix. Two different factors have been
considered while calculating the hit value of a monitor. Hit
value of a column is calculated on the basis of two following
factors.

1. We cannot have all-zero rows. So, a column (monitor) is
given weight, which gives first 1 to each row.

2. The rows, which have same binary patterns, form a group.
The selected column divides some of such groups into
distinguishable subgroups. The column, which divides more

groups into more equal (in length) distinguishable subgroups,
is given more weight.
The general expression of hit value calculation for jth monitor
(M) is given by
Hit_value(M))=[ 2i=1 ©r) (B) [+ Zi=1 10 py (Ni-abs(N j-Nj;)) Vj
Where (B) =1 if the jth column gives the first 1 to ith row

=0 otherwise
N; the total number of 0 and 1 in the ith group
N ; the total number of 1 in the ith group
No. the total number of 0 in the ith group

We are choosing the monitors with maximum Hit values one
by one as those monitors are optimal monitors(the proof is
given on the Appendix). I explain the hit value calculation
with the help of Table II.

First, the rows having all zero patterns have been deleted.
Now from the above expression of hit value we have hit value
of M1= 1+ (7-(6-1)) =3 [as M1 assigns first 1 to ND5 and
divides a group of 7 rows having same pattern into two
subgroups of 1 and 6 rows]. Similarly hit values of M2=5,
M3=6, M4=5, M5=2, M6=6, M7=2, M8=7, M9=4, M10=2,
M11=4.

As M8 has the highest Hit value (7) it is chosen first. Now
two groups are formed for the selected column M8:

{ND4, ND5, ND10} having pattern 1 and

{ND6, ND7, ND8, ND13} having pattern 0

In the next iteration the hit value of M1= (3-(2-1)) + (4-(4-0))
=2 [as M1 does not assign first 1 to any row and does not
divide second group into subgroups, but divides the first
group {ND4, ND5, ND10} into two subgroups {ND5} and
{ND4, NDI10}]. Similarly the hit values of M2=2, M3=6,
M4=5, M5=3, M6=5, M7=2, M9=2, M10=3, M11=6. So, M3
is selected next.

This selection process continues until domain patterns for all
components are distinct. In the pre-computing stage, these
domain patterns (see Table III) are stored and used to locate
failure(attack) at the time of failure(attack) by comparing the
received alarms patterns and stored domain patterns. So,
proceeding on in this way the reduced alarm matrix is
generated that is shown in Table III.

B. Detecting Single and Multiple Fault(s) and Attack(s)

When one or more monitors raise alarm, the network manager
comes to know that there are some faults or attacks in the
network. This stage is called Fault Detection stage. So the
function of this stage is to make the network manager alert
about a possible failure or attack in the network, so that he can
run the fault localization algorithm (described later) to localize
the faulty (disrupted) components.

C. Locating Single and Multiple Fault(s) and Attack(s)

When there is any fault(disruption) occurred in any
component(s) some monitors which are in the domain of that
component(s) will trigger alarms. But networks are frequently
interrupted with corrupted alarms namely false and miss
alarms. If an alarm would be triggered in non-failure(non-
attacked) state then this corrupted alarm is supposed to be



false alarm. False alarm corresponds to the scenario where
threshold values in the monitoring devices are set low. If an
alarm would not be triggered in failure(attacked) state then the
corrupted alarm is supposed to be miss alarm. Miss alarm
corresponds to the scenario where threshold values in the
monitoring devices are set high. So, setting the threshold
value high will increase the probability of the number of miss
alarms and decrease the probability of that of false alarms. On
the other hand setting the threshold value low will increase the
probability of the number of false alarms and decrease the
probability of that of miss alarms.

It is therefore very important to have an algorithm for the
correction of false alarms and miss alarms. The fault
localization algorithm (which also takes care for corrupted
alarms) for the single fault and multiple faults(disruptions) is
described below.

Algorithm for Locating Single fault and attack

Set_of singlefault attack(){

Initialize an empty set FC=

Search VC;eC such that Domain (C;) = M,

Incorporate C; to the set FC

FC=FCuU{C;}

for (i=1 to | M, |){
D; = M;\M,(i) where M,(i)e M,
Search VC; €C such that Domain (C;) = D,
Add C; to FC; FC=FCU{C;};

;
for (i=1 to | M |){
B, = M,UM;(i) where M(i) eM;
Search VC; e C such that Domain (C;) = B,
Add Gjto FC
FC=FCuU{C;}

;
for (i=1to | M, |){
G; = M,\M,(i) where M,(i)e M,
for (k=1to | M| ){
L,;= G,UM,(k) where My(k) € M;
Search VC; €C such that Domain (C;) = L,

Add Cjto FC
FC=FCuU{C;}
}
H
Output set FC;

}

Algorithm for Locating Multiple faults and attacks

Set of multiple fault attack(){
Initialize an empty set FC=
Multiplefault attack(M,)
for (i=1to | M, |){

D, = M\M,(i) where M,(i)e M,
Multiplefault_attack(D,)

i

for (i=1 to | M |){
B, = M,UM(i) where M;(i)e M,
Multiplefault attack(B,)

}
for (i=1 to | M, | ){
G; = M,\M,(i) where M,(i) € M,
for (k=1 to | M; | )
L,= G,uUM;,(k) where M,(k) e M
Multiplefault_attack(L,)
}

H
Output set FC;

Multiplefault_attack(set M,){
for (i=1 to | C|){
search for a component C;eC such that Domain (C,)c M,
incorporate C; to S
FC=FCuU{C;}
}
h

We are explaining the localization algorithm by assuming that
there may be maximum one false alarm and one miss alarm in
the network i.e. we are considering four cases mentioned
below:

i) No false alarm and no miss alarm
i) One false alarm and no miss alarm
iii) No false alarm and one miss alarm
iv) One false alarm and one miss alarm

In case i) single or multiple fault(disruption) can be detected
easily. For other cases many combinations may be possible.
Moreover when network intercepts multiple
failures(disruptions) at particular point of time, the triggered
alarms are intermingled. We obtain a set of probable
faulty(disrupted) components as an output of the algorithm

TABLEIII
MULTIPLE FAULTS

M8 M3 M6 Ml11 M1
ND4 1 0 0 0 0
ND5 1 0 1 0 1
ND6 0 1 0 0 0
ND7 0 1 0 1 0
ND8 0 0 0 1 0
ND10 1 0 1 0 0
ND13 0 0 1 0 0
RAL 1 1 1 0 0

from which the manager has to detect faulty(disrupted)
component or components(the proof of surely getting the
faulty or disrupted components in FC is shown in the
Appendix). I am explaing the algorithm using Table III.

Let us consider at any time the received alarm (RAL) has
been noticed {1 110 0} i.e. M3, M6, M8 has raised alarm but
M1 and M11 are silent. Here M, - {M3, M6, M8} and M=
{M1, M11} For case i) it is assumed that there are only
correct alarms, hence ND5, ND7 and NDS8 can be excluded
from probable faulty(disrupted) components set. This is
because if NDS5 fails(is disrupted) then monitor M1 triggers
alarm. But in the received alarm it shows that M1 is silent. So,



in general, if there is no alarm triggered from a monitor in the
received alarm then the components having that monitor in
their domain can be excluded i.e., for any component C;eC if
Domain (C)c M, then C; is included in the probable
faulty(disrupted) component (FC) set. As Domain (ND4)c
M,, Domain (ND6)c M,, Domain (ND10)c M,, Domain
(ND13)c M,, {ND4, ND6, ND10, ND13} should be included
in FC. Therefore, FC= {ND4, ND6, ND10, ND13}. RAL is
obtained by performing logical OR operation on ND4, ND6,
NDI10 and NDI13 rows [19]. This set strictly includes the
probable faulty(disrupted) components for any number of
simultaneous failures(attacks).

For case ii), iii), iv) the same concept has been used. Only
difference is that there is a possibility of fault(attack) in other
components which have not been included in FC because of
false alarm and miss alarms. These components would be
considered and consequently included in the set. For
achieving this we have to consider many other combinations
of received alarm patterns.

For case ii) we have to make all combination of received
alarm pattern considering that there is one false alarm in the
network i.e. any one of M= {M3, M6, M8} has raised an
alarm falsely. So we have to eliminate that false alarm from
Mr. If Dr is the set of ringing alarms after elimination of false
alarm then Dr = M,\M,(i) where M,(i)e M, . If we eliminate

M3 from M, then the received alarm pattern will be (1 0 1 0 0)
i.e. the ‘1’ corresponding to M3 should be replaced by a ‘0’.
Similarly if we eliminate M6 and M8 from Mr then we will
get the pattern (1 1 0 0 0) and (0 1 1 0 0) respectively. So, in
the above mentioned received alarm pattern three more
patterns should be considered. They are {(11000),(1010
0),(01100)}. When the pattern is (1 1 0 0 0) then
D,={M3, M8} and as Domain (ND4)c D, and Domain
(ND6)c D,, ND4 and ND6 should be included in FC.
Similarly for the patterns (10100 )and (0110 0) we have
to include {ND4, ND10, ND13} and {ND6, ND13} in FN.
So, FC=FC U{ND4, ND6} U{ND4, ND10, ND13} U{ND6,
ND13} = {ND4, ND6, ND10, ND13}.

For case iii) there is one miss alarm but no false alarm in the
network i.e. any one of Ms = {M1, M11} has failed to raise an
alarm i.e any one of M should be included in M,. If B, is the
set of ringing alarms after inclusion of missed alarms then B,
= M, UM;(i) where M(i)eM;. If M1 has missed the alarm
then we have to replaced the ‘0’ corresponding to M1 in RAL
by ‘1’ i.e. we will get the pattern (1 1 1 0 1). Similarly if M11
will miss the alarm then we will get the pattern (1 1 1 1 0). So
we have two more combinations of received alarm pattern.
Theyare {(11110),(11101)}.Forpattern(11110)
B={M3, M6, M8, M11} and as Domain (ND4) < B,, Domain
(ND6) < B,, Domain (ND7) < B,, Domain (ND8) < B,,
Domain (ND10) < B, and Domain (ND13) < B,, {ND4, ND6,
ND7, ND8, ND10, ND13} should be included in FC.
Similarly for the pattern (1 1 1 0 1), {ND4, ND5, ND6, ND10,
ND13} should be included in FC. So FC=FCU{ND4, ND®6,
ND7, NDS§, ND10, ND13} W{ND4, ND5, ND6, ND10,
ND13}={ND4, ND5, ND6, ND7, ND8, ND10, ND13}.

For case iv) there are one false alarm and one miss alarm in
the network i.e. any one of M= {M3, M6, M8} has raised an

alarm falsely and at the same time any one of Ms = {MI,
M11} has failed to raise an alarm. So we have to exclude one
of (M3, M6, M8) from Mr and include any one of (M1, M11)
to Mr and thus get the set H; = M,\M,(i) UM,(k) where M,(i)
M; and My(k)eM;. If M3 has falsely raised and alarm and M1
has missed the alarm then in RAL the ‘1’ corresponding to
M3 will be replaced by ‘0’ and the ‘0’ corresponding to M1
will be replaced by “1°. So we will get the pattern (1 0 1 0 1).
Similarly if M3 is false alarm and M11 is missed alarm then
we will get the pattern (1 0 1 1 0). So in case iv) we have to
consider eight more patterns of RAL. They are {(0 1 1 1 0)[
MBS is false alarm and M11 is missed alarm], (0 1 1 0 1)[ M8
is false alarm and M1 is missed alarm], (101 10),(1010 1),
(1101 0) M6 is false alarm and M11 is missed alarm], (1 1
0 0 1)[M6 is false alarm and M1 is missed alarm]}. For the
pattern (0 1 1 1 0), H={M3, M6, M11} and so {ND6, ND7,
NDS, ND13} should be included in FC. So, proceeding on in
this way we will get FC={ND4, ND5, ND6, ND7, NDS§,
ND10, ND13}.

Fig4. Locating the exact faulty(attacked) component

Sent signal from
Component i to Component

Sent signal from Component i
To Component i+1

Component i-1

Component i Component i+1

Fault/Attack has occurred in this
component and thus no
acknowledgement signal from
Comnonent i+1 to Comnonent i

Acknowledgement signal from
Component i-1 to Component i

D. Locating the exact faulty(disrupted) component(s)

To locate the exact faulty(disrupted) component(s) the
network manager has to send signals to the component(s)
which are in FC. If he does not get any acknowledgement
signal from that component then he can confirm that the
component is faulty (or disrupted), otherwise that component
is alright. In Figure 4

the Component i-1 and Component i-1 are the probable
faulty(disrupted) components which we got from the attack
localization algorithm discussed above. Now the network
manager has to confirm which the exact faulty(disrupted)
component is. He will send a signal from Component i to
Component i-1 as well as to Component i+1. Now if he will
get an acknowledgement signal from Component i-1 then he
can confirm that Component i-1 in order. On the other hand if
he will not get any acknowledgement signal from Component
i+1 then he can say that Component i+1 is faulty(disrupted)
and the traffics passing through this component should be
rerouted to get rid of the damages in the network.

E. Regeneration of Lightpaths after Single or Multiple
Fault(Attack) localization



Lightpaths which are passing through the faulty(attacked)
components are added further by the process of their
regeneration. This regeneration process is performed so that
the new generated path will be the shortest path between the
source and destination, and the number of lightpaths is kept
more or less stable.

When new lightpaths are generated in the place of dropped
lightpaths  for passing through the faulty(disrupted)
components the topology of the network will change
accordingly. The regeneration of these lightpaths has
sometimes changed the number of monitor devices spanned
across network. We can use the algorithm described below to
protect this anomaly and keep a provision of adding new
monitors in the network as and when it is required. It leads to
update the set of monitoring devices using the same algorithm
described early. So the flexibility of the network can be
increased with a provision of adding minimum number of new
monitor devices.

Algorithm for updating the monitors after fault(attack)
localization
Initialize an empty set T=
S<—set of all optimal monitoring devices that are already
taken
Update alarmmatrix()
T=TuUS
while (for any R;RjeR, Ri=R;such that i#j){
VM,eM and M, ¢T
H,<hit ratio of(M,,)
if (H>H, VHyeH and r=q){
T=TUM,
}
H
Output T

V. SIMULATION PERFORMANCE

To evaluate the effectiveness of the proposed scheme I have
implemented them in different network topologies such as
EuroNet and NSFNet. [ have shown results on EuroNet only
that has 28 physical nodes.

Fig.5. Number of elements in faulty set vs. load
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Fig. 5 shows that the number of monitoring devices changes
with the increase of lightpaths i.e., the change of traffic load in
the network. New lightpaths are added to a network when its

traffic increases rapidly or in the regeneration process when
any nodes come under faults.

To make this traffic-intensive network survivable we need to
add more monitoring devices attached to critical nodes in the
network. But in order to make the scheme scalable and cost
effective we must make sure that this number of adding new
devices is least. It is clears from Fig. 5 that when more
lightpaths are added the number of monitors required is not
changed. I have increased the number of lightpaths by 10% to
12% the number of monitors in the network has more or less
remained same. Therefore, we can mention that the algorithm
is scalable.

Fig. 6 shows that the cardinality of the set of possible
faulty(attacked) nodes in the case of single and double
faults(attacks) varies marginally with the change of the
number of lightpaths. This figure represents the output set of
fault(attack) localization algorithm i.e., the set of probable
faulty(attacked) nodes in the network for single/double
faults(attacks). From Fig. 6 it is clear that the cardinality of the
set increases with the increase of lightpaths. In the case of
single fault(attack) the number of probable faulty(attacked)
nodes increases very slowly while in double faults(attacks) the
set cardinality increases little more higher when the number of
Fig.6. Number of elements in faulty set vs. load
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Fig. 7 shows that the number of monitoring devices remains
more or less same with the change of ligthpaths in three
different situations namely a) during a single fault(attack), b)
after single fault(attack) and c) after addition of a new monitor
(node) in the network. This graph clearly indicates that the
optimal placement of monitoring devices through the
proposed scheme caters different conditions of network with
the change of traffic loads. The optimal number of monitoring
devices lies within 15 to 16 for 28 physical nodes (locations)
placed in EuroNet. Like Fig.7, Fig. 8 shows similar scenario
in the case of double faults(attacks). In this case, the number
of monitoring devices lies within 15 to 16.



Fig.7. Number of monitor in different load before single fault, after
single fault and after addition of a new node
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Fig. 8: Number of monitor in different load before double fault, after double
fault and addition of a new node
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From Fig. 7 and Fig. 8, it is clear that after addition of an
extra node in the network with change of lightpaths during
single/double fault(attack), the number of devices is varying
within 15 to 17 i.e., effectively one extra monitoring device is
required in EuroNet. Thus the dynamic nature of the network
is achieved and the cost has also been reduced as the number
of monitor devices is kept within the optimal figure obtained
through their initial placements by the scheme.

C. Comparison between the proposed scheme and algorithm
discussed in [1]

I have compared the proposed scheme with the algorithm
given in [1] specifically on the fault localization i.e., how the
cardinality of the set of faulty nodes varies in both schemes
showing side by side. The comparisons have been done on the
network of [1] and the results have been shown in Fig. 9 and
Fig. 10 for single and double fault(s) respectively.

It has been seen that the cardinality of the set is less in the
rpoposed algorithm than that of other algorithm stated in [1].
The proposed scheme locates the exact faulty component(s) in
single or double fault(s). Thus according to the proposed
scheme the cardinality of the faulty set is 1(for single fault)
and 2(for double fault) against the number of physical nodes
varies from 10 to 13 in the network. This cardinality set
generated from the other algorithm [1] is higher in both cases.
Fig.9. Comparison of single fault
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Therefore, this proposed algorithm performs better in locating
faults than existing one [1].

VI. CONCLUSION

In this paper two-phased scheme containing (a) the detection
of faults(attacks) through monitoring devices raising alarms
(fault or attack detection) and (b) subsequently the localization
of these faults and attacks (fault or attack localization) has
been presented by invoking an algorithm and then by sending
and receiving signals. I have shown the performance of the
scheme on 28-node EuroNet and also compared fault
localization scheme with an existing algorithm [1]. Clearly, it
has been found that the proposed algorithm outperforms the
existing one in the case locating faulty components in the
network.



APPENDIX

Theorem 1:- The monitors with highest hit values will give
optimal result i.e. those monitors will divide more groups into
more distinguishable subgroups.
Proof:- The general expression of hit value calculation for jth
monitor (M;) is given by
Hit_value(M)=[ Xi=1 ©r) (B) 1+ Zi=1 10 py (Ni-abs(Ny ;-Ny)) Vj
Where (B) =1 if the jth column gives the first 1 to ith row
=0 otherwise

N; the total number of 0 and 1 in the ith group
N ; the total number of 1 in the ith group
No; the total number of 0 in the ith group
We are giving weight to those monitors whose Hit values are
maximum.
The first term( 2= o r) (B) ) is giving weight to those
monitors which are giving first 1 in each row because we
cannot have all o rows.
The second term (Z=1 1o py (Ni-abs(N --Ny;))) will be
maximum if abs(N; ;-N;) will be minimum. I am proving
this(for optimal monitors abs(N, ;-Ny;) will be minimum) with
the help of Fig 11. Let the total number of component in the
network is Ny, Now the most optimal monitor divides N into
Ni(number of components whose entry in the Alarmmatrix is
0) and Ny(number of components whose entry in the
Alarmmatrix is 1). Similarly the next optimal monitor divides
N into N3 and N, and N, into Ns and Ng. This process will go
on until the domains of all the components are distinct. Noe
we will reduce the number of optimal monitors i.e. the height
of the tree(in Fig 11)as small as possible. Now for any number
of components P; the height of the tree is given by
Height(N;)=Max {Height(N;), Height(N,)} +1.
Now for all N, Nj, Ny Height(N;) o N;, Height(N;) © N;,
Height(Ny) oo Ny
Now, Height(N;) will be minimum

= Max{Height(N;), Height(N,)} will be minimum

=  Max{N;, Ni} will be minimum
Now as Ni=N;+Ny, so Max {N;, Ny} will be minimum if and

only if abs(N;-Ny) will be minimum i.e. Nj and Ny should be as
close as possible. Thus our motivation has been fulfilled and
the theorem has been thus proved.

Theorem 2:- In the fault(attack) localization algorithm we will
surely get the exact faulty(disrupted) components in the Faulty
Component(FC) set.

Proof:- Suppose among all the nodes of the set C={C;,

Co. Chruvvvnnnnnn, ,Cu}, Cris the faulty(disrupted)
component. Let M, consists of all the ringing monitors
MM M; M, M,......... M,, Now Iam

discussing case i), case ii), case iii) and case iv) separately.
For case i) there are no false alarm and no miss alarm. So, all
the monitors which are in the domain of C; will be in M, i.e.
Domain(Cy) < M,. So, we will get the component C in the set
FC.

Now in case ii) there is one false alarm and no miss alarm in
the network. Let M,; is the false alarm which is in M,. Now in

the localization algorithm we are doing D,= Mr\M,(i) where
M.(i) € M, So, M; will be eliminated from D, as M;e M.,.
Now Domain(Cy) < D, and so we will get Cy in the set FC.

In case iii) there is one miss alarm and no false alarm in the
network. Let M; is the miss alarm which is in M. Now in the
localization algorithm we are doing B, = M,\UM,(i) where
M;(i)eM;. So, M; will be included in B, as Mje M,. Now
Domain(Cy) < B, and so we will get C; in the set FC.

In case iv) there is one false alarm and one miss alarm in the
network. Let M; is the false alarm which is in M, and M,; is the
miss alarm which is in M. Now in the localization algorithm
we are doing L= Mr\M,(i) where M,(i) € M, and G;= L,UM;
where My(1)€ M. So, M; will be eliminated from G, as M;e
M, and M; will be included in G, as Mje M,. Now Domain(Cy)
< G, and so we will get C;in the set FC.

So in any of the four cases the localization algorithm will give
Csin the set FC. Thus the theorem can be proved.
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