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ABSTRACT

This paper presents an evaluation of wavelet filters perfor-
mance for the task of steganalysis. We analyzed six differ-
ent wavelet filters namely Daubachies, Coiflets, Symlets, Dis-
crete Meyer, Biorthogonal and Reverse Biorthogonal families
for feature extraction in a wavelet based steganalysis tech-
nique. Two publicly available steganography tools, namely
the F5 steganography and the Model Based steganography
were used to embed messages in a database of clean images
to develop steganographic database of images. A Fisher Lin-
ear Discriminant classifier is trained using all six feature sets
extracted from both clean and steganographic images sepa-
rateley and subsequently used for classification. Experiments
revealed that the features using the‘haar’ (db1) wavelet filter
gave the best steganalysis performance.

Index Terms— Steganography, Steganalysis, Wavelet fil-
ters, Feature extraction, Classification

1. INTRODUCTION

The word steganography comes from the Greek words
steganosand graphia, which together mean ‘hidden writ-
ing’. Steganography is the art of hiding a message in plain
sight. In the digital sense, it involves embedding a secret mes-
sage file into an inconspicuous cover file, such as an image
[1].

Steganography is an ancient subject, with its roots lying
in ancient Greece and China, where it was already in use
thousands of years ago. However, the modern formulation
of steganography is often given in terms of the prisoners’
problem [2], where Alice and Bob are two accomplices in
a jail who wish to communicate in order to hatch an escape
plan. However, all communication between them is exam-
ined by the warden, Wendy, who will put them in a high secu-
rity prison at the slightest suspicion of covert communication.
Specifically, in the general terms of a steganography model
shown in Figure 1, we have Alice wishing to send a secret
messagem to Bob. In order to do so, she ‘embeds’ secret
messagem into a cover-objectc according to a shared secret
key k to obtain the stego-objects. The stego-objects is then
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Fig. 1. A general steganography model

sent by Alice through the public channel to Bob,m unnoticed
by Wendy. Once Bob receives the stego-objects, he is able to
recover the secret messagem using the shared secret keyk.

Steganography and cryptography are closely related data
hiding methods. The purpose of cryptography is to scram-
ble a message so that it cannot be understood, while that of
steganography is to hide the message so that it cannot be
seen. In general a message in cipher text might arouse suspi-
cion on an observer while an ‘invisible’ message created with
steganographic methods will not. Sometimes, steganography
and cryptography are combined in a way that the message
may be encrypted before hiding to provide additional secu-
rity.

Those who conceal communications through steganogra-
phy are countered by those who wish to unveil such com-
munications. The field devoted to counter steganography is
known assteganalysis. The first and foremost goal of a ste-
ganalyst is to detect the presence of steganography so that the
secret message may be stopped before it is received. Then
the second goal is to identify the steganography tool so that
the secret message may be spoofed and/or corrupted or even
extracted from the stego file.

Generally, two approaches are followed for steganalysis;
one is to come up with a steganalysis method specific to a par-
ticular steganographic algorithm. The other is to develop uni-
versal steganalysis techniques which are independent of the



steganographic algorithm. Both approaches have their own
strengths and weaknesses. A steganalysis technique specific
to an embedding method would give very good results when
tested only on that embedding method; but might fail on all
other steganographic algorithms as in [3], [4], [5] and [6].
On the other hand, a steganalysis technique which is indepen-
dent of the embedding algorithm might perform less accu-
rately overall but still shows its effectiveness against new and
unseen embedding algorithms as in [7], [8], [9] and [10]. Our
research work is concentrated on the second approach due to
its wide applicability.

In this paper, we propose an evaluation of wavelet filters
performance for steganalysis. We extract features using six
different wavelet filters which are subsequently used for clas-
sification using Fisher Linear Discriminant classifier. The rest
of the paper is organized as follows: In Section 2, we discuss
the previous research work related to steganalysis. In Section
3, we present our proposed approach. Experimental results
are presented in Section 4. Finally, the paper is concluded in
Section 5.

2. RELATED WORK

Due to the increasing availability of new steganography tools
over the internet, there has been an increasing interest in the
research for new and improved steganalysis techniques which
are able to detect both previously seen and unseen embedding
algorithms. A good survey of benchmarking of steganogra-
phy and steganalysis techniques is given by Kharrazi et al.
[11].

Fridrich et al. presented a steganalysis method which can
reliably detect messages hidden in JPEG images using the
steganography algorithm F5, and also estimate their lengths
[3]. This method was further improved by Aboalsamh et al.
[4] by determining the optimal value of the message length
estimation parameterβ. Westfeld and Pfitzmann presented
visual and statistical attacks on various steganographic sys-
tems including EzStego v2.0b3, Jsteg v4, Steganos v1.5 and
S-Tools v4.0, by using an embedding filter and theχ2 statis-
tic [5]. A steganalysis scheme specific to the embedding al-
gorithm Outguess is proposed in [6], by making use of the
assumption that the embedding of a message in a stego im-
age will be different from embedding the same into a cover
image.

Avcibas et al. proposed that the correlation between the
bit planes as well as the binary texture characteristics within
the bit planes will differ between a stego image and a cover
image, thus facilitating steganalysis [7]. Farid suggested that
embedding of a message alters the higher order statistics cal-
culated from a multi-scale wavelet decomposition [8]. Partic-
ularly, he calculated the first four statistical moments (mean,
variance, skewness and kurtosis) of the distribution of wavelet
coefficients at different scales and subbands. These features
(moments), calculated from both cover and stego images were

then used to train a linear classifier which could distinguish
them with a certain success rate. Fridrich showed that a func-
tional obtained from marginal and joint statistics of DCT co-
efficients will vary between stego and cover images. In par-
ticular, a functional such as the global DCT coefficient his-
togram was calculated for an image and its decompressed,
cropped and recompressed versions. Finally the resulting fea-
tures were obtained as theL1 norm of the difference between
the two. The classifier built with features extracted from both
cover and stego images could reliably detect F5, Outguess
and Model based steganography techniques [9]. Avcibas et
al. used various image quality metrics to compute the dis-
tance between a test image and its lowpass filtered versions.
Then a classifier built using linear regression showed detec-
tion of LSB steganography and various watermarking tech-
niques with a reasonable accuracy [10].

3. PROPOSED APPROACH

3.1. Feature Extraction

Since the dimensionality of image data is huge, it is not fea-
sible to use the complete image data directly for steganalysis.
A better option is to extract a certain amount of useful data
and use it to represent the image instead of the image itself
for steganalysis. This useful set of data points are called fea-
tures. The addition of a message to a cover image does not
affect the visual appearance of the image but may affect some
statistics. The features required for the task of steganalysis
should be able to catch these minor statistical disorders that
are created during the data hiding process.

In our approach, we extract the first three normalized
moments of the characteristic function of the distribution of
wavelet coefficients as features. These features are then given
to a Fisher Linear Discriminant classifier for classification.

For extraction of features in the Discrete Wavelet Trans-
form domain, we chose three scale decomposition as pro-
posed by Wang and Moulin [12]. Figure 2 shows the levels
and selection of subbands for this decomposition.

Fig. 2. A three scale wavelet decomposition
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Fig. 3. Various wavelet decomposition filters used for analysis (a) Daubachies‘haar’ (b) Coiflets‘coif1’ (c) Symlets‘sym2’ (d)
Discrete Meyer‘dmey’ (e) Biorthogonal‘bior3.5’ (f) Reverse biorthogonal‘rbio3.5’.

We analyzed six different wavelet filters. The decompo-
sition low-pass and high-pass filters are shown in Figure 3.
We obtained nine detail subbands (HorizontalHi, VerticalVi

and DiagonalDi, i = 1, 2, 3) and three approximation sub-
bands (LowpassL i, i = 1, 2, 3). We further decomposed the
first scale diagonal subbandD1 to improve the performance
of the features as prposed in [12]. AsD1 is the finest detail
subband and each of its coefficients involves diagonal differ-
ences in a four pixel block. So,́H1, V́1 andD́1 will contain
more information about the difference of differences between
neighboring pixels.

Statistical measures are used in our analysis, particularly,
the first three normalized moments of the characteristic func-
tion are computed. The K-point discrete Characteristic Func-
tion (CF) is defined as

Φ(k) =
M−1∑
m=0

h(m)e{
j2πmk

K } (1)

where{h(m)}M−1
m=0 is theM bin histogram which is an esti-

mate of the PDF,p(x) of the wavelet coefficients distribution.
Thenth absolute moment of discrete CF is defined as

MA
n =

K/2−1∑

k=0

Φ(k) sinn

(
πk

K

)
(2)

Finally, the normalized CF moment is defined as

M̂A
n =

MA
n

MA
0

(3)

whereMA
0 is the zeroth order moment. We calculated the first

three normalized CF moments for each of the 16 subbands,
giving a48-D feature vector.

3.2. Classifier

We used the two class Fisher Linear Discriminant (FLD) clas-
sifier [13]. Letxi, i = 1, . . . , Nx andyj , j = 1, . . . , Ny rep-
resent the samples from each of the two classes of the training
set. The within class means are given by

mx =
1

Nx

Nx∑

i=1

xi

my =
1

Ny

Ny∑

j=1

yj (4)

The between class mean is

m =
1

Nx + Ny




Nx∑

i=1

xi +
Ny∑

j=1

yj


 . (5)
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Fig. 4. The Receiver Operating Characteristics (ROC) curves for the detection of F5 and Model Based steganography algorithms
using (a) Daubachies‘haar’ (b) Coiflets‘coif1’ (c) Symlets‘sym2’ (d) Discrete Meyer‘dmey’ (e) Biorthogonal‘bior3.5’ (f)
Reverse biorthogonal‘rbio3.5’.

The within class scatter matrix is

Sw = MxMT
x + MyMT

y (6)

whereMx = xi − mx,My = yj − my are the matrices
containing the zero-meanedith andjth samples respectively.
The between class scatter matrix is

Sb = Nx(mx−m)(mx−m)T +Ny(my−m)(my−m)T .
(7)

The maximal generalized eigenvalue eigenvectore is related
to Sb andSw by

Sbe = λSwe (8)

By projecting the training samplesxi and yj onto one di-
mensional linear subspacee (xp = xT

i e, yp = yT
j e), the

within class scatter is minimized and the between class scat-
ter is maximized. In any classification problem, this effect is
highly desirable as it maintains the discriminability while si-
multaneously reduces the dimensions of data. An unknown
samplez can now be tested for its class by projecting it onto
the same subspacee (zp = zT e) and its class determined on
the basis of a thresholdTh.

4. EXPERIMENTAL RESULTS

4.1. Image Datasets

4.1.1. Cover Image Dataset

For our experiments, we used 1338 colour images of size
512x384 obtained from the Uncompressed Colour Image
Database (UCID) constructed by Schaefer and Stich [14],
available at [15]. These images contain a wide range of
indoor/outdoor, daylight/night scenes, providing a real and
challenging environment for a steganalysis problem. All
images were converted to JPEG at 80% quality for our exper-
iments.

4.1.2. F5 Stego Image Dataset

Our first stego image dataset is generated by the steganog-
raphy software F5 [16], proposed by Andreas Westfeld. F5
steganography algorithm embeds information bits by incre-
menting and decrementing the values of quantized DCT co-
efficients from compressed JPEG images [17]. F5 algorithm
first compresses the input image with a user defined quality



Table 1. Classification results (AUC) for all wavelet filters
using FLD for the F5 and Model Based steganography algo-
rithms

Wavelet Filter F5 MB
Daubachies‘haar’ 0.766 0.749
Coiflets‘coif1’ 0.666 0.699
Symlets‘sym2’ 0.643 0.715
Discrete Meyer‘dmey’ 0.653 0.641
Biorthogonal‘bior3.5’ 0.654 0.701
Reverse Biorthogonal‘rbio3.5’ 0.663 0.736

factor before embedding the message. We chose a quality
factor of 80 for stego images. Messages were fully embedded
in all images. We chose F5 because recent results in [7], [8],
[12] have shown that F5 is harder to detect than other com-
mercially available steganography algorithms.

4.1.3. MB Stego Image Dataset

Our second stego image dataset is generated by the Model
Based steganography method [18], proposed by Phil Sallee
[19]. The algorithm first breaks down the quantized DCT co-
efficients of a JPEG image into two parts and then replaces
the perceptually insignificant component with the coded mes-
sage signal. Unlike F5, the Model Based steganography al-
gorithm does not recompress the cover image before embed-
ding. Messages were fully embedded in all images. The
model based steganography algorithm has also shown high
resistance against steganalysis techniques in [9], [11].

4.2. Evaluation of Results

The Fisher Linear Discriminant classifier [13] was utilized
for our experiments. Each steganographic algorithm was an-
alyzed separately for the evaluation of the steganalytic classi-
fier. For a fixed relative message length, we created a database
of training images comprising 669 cover and 669 stego im-
ages. The wavelet based features were extracted from the
training set using various filters according to the procedure
explained in Section 3.1. The FLD classifier was then tested
on the features extracted from a different database of test im-
ages comprising 669 cover and 669 stego images. The Re-
ceiver Operating Characteristics (ROC) curves, which give
the variation of the Detection Probability (Pd , the fraction of
correctly classified stego images) with the False Alarm Prob-
ability (Pf , the fraction of stego images wrongly classified
as cover image), were computed for each steganographic al-
gorithm and embedding rate. The area under the ROC curve
(AUC) was measured to determine the overall classification
accuracy. Figures 4(a)-(f) show the obtained ROC curves for
both F5 and Model based steganography algorithms.

Table 1 summarizes the classification results. We observe
that the‘haar’ filter outperforms all filters for both F5 and

Model Based steganography algorithms. This shows that the
‘haar’ filter is most sensitive to the variations in an image due
to embedding of a message. Another observation is that the
‘haar’ and‘dmey’filters are more sensitive to the embedding
variations due to F5 steganography algorithms. Similarly, the
‘coif1’ , ‘sym2’, ‘bior3.5’ and ‘rbio3.5’ are more sensitive to
the embedding variations due to Model Based steganography
algorithm.

5. CONCLUSION

This paper presents an evaluation of wavelet filters perfor-
mance for the task of steganalysis. Six different wavelet fil-
ters from the Daubachies, Coiflets, Symlets, Discrete Meyer,
Biorthogonal and Reverse Biorthogonal families were ana-
lyzed. The experiments revealed that the simplest wavelet
filter ‘haar’ gives the best performance for wavelet based
steganalysis for both commercially available F5 and Model
Based steganography algorithms. Further research may be
done in the exploration of custom made wavelet filters spe-
cific for the task of steganalysis or using a combination of
low-pass and high-pass filters of two different types.
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